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Background: Software Testing, in particular

— Privacy (GDPR) and security specification and enforcement
— Monitoring and testing of security and privacy mechanisms
— Model-based testing and monitoring

— SOA, component-based, cloud-based testing

— Business process modeling and testing
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Access Control
Development Life Cycle

IDENTIFY REQUIRED ATTRIBUTES

AUTHOR THE
AUTHORIZATION
POLICIES

DEFINE THE
USE CASE

DEPLOY THE
ARCHITECTURE
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Smart Device

[ User agent n

Poliey .....ooooooooi.. Policyld = alicePolicy LO -5 In charge of evaluating each
root element 4= Y single data access request

rule-combining-algorithm:permit-overrides :|
|  Target ........... Sample Policy

|  Rule ............. Ruleld = readRule, Effect = Permit

and allowing or denying the

L o rommton ren |~ access according to the
Subject ...... Subject = Alice [ GPS/WI-FIBT |- | collected consent.
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Future work

« Improving telegram prototype

. Using GDPR-Based ILS for improving
user experience with Covid-19 safety
restrictions
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